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Vulnerability Assessments 
"#$!%&'($)*+,',-.!/00$001$(-!"$*1!2%/"3!*-!/)45(($!

6*-,5(*'!7*+5)*-5).!285)1*''.!*-!750!/'*150!8)51!9::;<;==>3!

#*0!?5(@&?-$@!A&'($)*+,',-.!*00$001$(-0!5(!#&(@)$@0!58!

@,88$)$(-!B#.0,?*'!0$?&),-.!@$A,?$0C!0.0-$10C!*(@!B)54)*10D!!

"#,0!,(?'&@$0!'5?E0C!-*40C!0$*'0C!FGHI0C!JKLC!1,?)5B)5?$005)!

0.0-$10C!?5(-*?-!1$15).!+&--5(0C!$'$?-)5(,?!A5-,(4!

1*?#,($0C!*(@!+,51$-),?0!*(@!5-#$)!*??$00!?5(-)5'!@$A,?$0D!!

"#$!%/"!#*0!@$15(0-)*-$@!#5M!*''!-#$0$!?*(!+$!$*0,'.!

@$8$*-$@!&0,(4!M,@$'.!*A*,'*+'$!-55'0C!1*-$),*'0C!*(@!0&BB',$0C!

+&-!#*0!*'05!@$A,0$@!*(@!@$15(0-)*-$@!0,1B'$!*(@!B)*?-,?*'!

?5&(-$)1$*0&)$0D!

!

H(!*@@,-,5(C!-#$!%/"!#*0!B)5A,@$@!0$?&),-.!?5(0&'-,(4C!-)*,(,(4C!

FNIC!)$A$)0$!$(4,($$),(4C!0B$?,*'-.!8,$'@!-55'0C!*(@!(5A$'!

0$?&),-.!@$A,?$0O0-)*-$4,$0!85)!15)$!-#*(!P=!@,88$)$(-!

?51B*(,$0!*(@!45A$)(1$(-!5)4*(,Q*-,5(0C!,(?'&@,(4!I5IC!

IRSO66L/C!ITLC!UDLD!I$B*)-1$(-!58!L-*-$C!-#$!H(-$)(*-,5(*'!

/-51,?!S($)4.!/4$(?.!2H/S/3C!S&)*-51C!*(@!-#$!,(-$'',4$(?$!

?511&(,-.D!

!

!

Biometrics 
"#$!%/"!#*0!@$A,0$@!*(@!@$15(0-)*-$@!0&??$008&'!*--*?E0!

*(@!?5&(-$)1$*0&)$0!85)!15)$!-#*(!*!@5Q$(!@,88$)$(-!

+,51$-),?!@$A,?$0!*(@!0.0-$10C!,(?'&@,(4!-#50$!+*0$@!5(!

8,(4$)B),(-0C!#*(@!4$51$-).C!*(@!,),0!B*--$)(0D!!"#$!%/"!@,@!

051$!58!-#$!$*)',$0-!)$0$*)?#!5(!,),0!+,51$-),?0D!

!

!

!

!

!

/!1&'-,@,0?,B',(*).!-$*1!58!0?,$(-,0-0C!$(4,($$)0C!

$-#,?*'!#*?E$)0C!*(@!05?,*'!0?,$(-,0-0!

 
 
 
VAT Resources & Capabilities 
• "5B!L$?)$-!0$?&),-.!?'$*)*(?$0!

• /??$00!-5!;!LVHG0!W!*!($M!LVHG!&(@$)!?5(0-)&?-,5(!

• 9XW!.$*)0!58!$YB$),$(?$!M,-#!A&'($)*+,',-.!*00$001$(-0!

• R($<58<*<E,(@!%&'($)*+,',-.!/00$001$(-!7*+5)*-5).!

• 9;==!0Z&*)$!8$$-!58!?'*00,8,$@!%"F!'*+5)*-5).!0B*?$!

• ;===!0Z&*)$!8$$-!58!5-#$)!588,?$!N!'*+5)*-5).!0B*?$!

• U(,Z&$!%/"!1,?)5B)5?$005)!)*B,@!B)5-5-.B,(4!0#5B!

• SYB$),$(?$!M,-#!-#$!0&??$008&'!?51B'$-,5(!58![;\!1,'',5(!

58!?'*00,8,$@!N!&(?'*00,8,$@!B)5]$?-0!0,(?$!9::;!

• /??$00!-5!1&'-,@,0?,B',(*).C!M5)'@<?'*00!0?,$(?$!N!

$(4,($$),(4!$YB$)-,0$!*-!*''!-#$!IRS!(*-,5(*'!'*+5)*-5),$0!!!

Nuclear Engineering Division 

Vulnerability Assessments of Biometrics   
& Other Access Control Devices 

The Vulnerability Assessment Team is probably the most impressive 
physical security research team in the world. 

 
                                                                                     -- Prof. Ross Anderson of Cambridge University,  
                                                                                         author of the classic textbook Security Engineering 

 


