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Tracking and Monitoring System for Nuclear Materials

For details about ARG-US, see

http://rampac.energy.gov/RFID/RFID.htm
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RADIOFREQUENCY IDENTIFICATION (RFID)
TECHNOLOGY IN TODAY’S WORLD

RFID technology is one of the most rapidly growing segments of today’s automated

data-capture industry.

Examples of common RFID applications are animal tracking, traffic toll collection, product
labeling, and inventory control in the pharmaceutical and mass-merchandising industries.

DOE Packaging Certification
Program and Argonne National
Laboratory’s RFID System

> Continuously tracks the physical location of

nuclear materials during transport. The system

also monitors the environmental conditions of
containers of nuclear materials in storage and transport.

> Overcomes the challenge of modernizing the management of
nuclear materials for the DOE to enhance safety, safeguards,
and security and to protect worker and public health.

> Two specialized software applications — ARG-US TransPort and
ARG-US OnSite — have been developed, providing a powerful,
customizable platform for full life-cycle materials management
during transport and storage. The system manages the data flow
from tags and readers across geographically distributed facilities,
as well as transport vehicles, and incorporates secure
communications, databases, and web services.

> The RFID tag form factor has been specifically designed to be
broadly compatible with common material packagings and has
undergone radiation testing.

Expected Benefits

> Enhanced safety, safeguards, security,
and materials accountability

> Reduced radiation exposure by decreasing the need for
manned surveillance

> Real-time access to status (i.e., state of health) and event
history data, including continuous monitoring of environmental
conditions for packaging aging management and life extension

Taken together, the features built into ARG-US can dramatically
reduce costs associated with nuclear material operations and
aging management.

DOE PACKAGING CERTIFICATION PROGRAM AND ARGONNE NATIONAL LABORATORY'S RFID SYSTEM

Unique Technology

> The RFID system works by using a radio wave as a carrier
of the message between the tags and readers.

> Argonne has incorporated the ability to integrate the RFID system
with Geographic Information Systems (GIS) for enhanced emergency
response and management — providing up-to-date situational
awareness of nearby first responders during transportation.

> The sensor suite provides the ability to monitor seal integrity,
temperature, humidity, shock, and battery life. The data from each tag
are recorded for archival purposes, and out-of-spec conditions trigger
immediate alerts to the system. The new Mk-Ill tags now incorporate a
gamma dosimeter, enabling monitoring of radiation.

> The local sensor tags are connected via readers and control

computers to other communication networks (e.g., local IT networks,
cellular towers, satellites), which are connected via secure Internet to

a central database and servers, thereby enabling instant access to
information by authorized local and off-site users from anywhere in

the world — most notably, the International Atomic Energy Agency (IAEA),
which is the world’s center of cooperation in the nuclear field.

> Any abnormal situation — such as a loss of seal, a sudden shock,
or a rise in the temperature or humidity in or around the
container — can trigger an alarm that will alert appropriate
personnel, including emergency responders, so that they can take
immediate action.

> Sophisticated battery life management and monitoring extends
battery life to 10 years or more.

TRACKING AND MONITORING
SYSTEM FOR NUCLEAR MATERIALS

Proven Performance

> All key elements of the RFID system were tested in a weeklong, 1,700-mi demonstration (DEMO) in
April 2008. www.media.anl.gov/TechnicalServices/DIS/RFID.wmv

> Another demonstration of the ARG-US system in transportation, called the Mini-Demo, was conducted
in August 2009 to evaluate the two major areas of improvements identified in the April 2008 DEMO:
system integration and web application enhancement.

> As a result of successful demonstrations, the National Nuclear Security Administration, Nuclear
Regulatory Commission, Federal Emergency Management Administration, the International Atomic
Energy Agency, and private industry are interested in the technology.

> Argonne’s system is easily deployed and is highly adaptable to small and large applications; it can be
used to track relatively few containers in storage at multiple facilities of a given site or many thousands
of containers in major storage sites across the country.

> Argonne’s system can even be used to track containers during transport in hundreds of trucks
and/or rail cars crisscrossing the country.
Applications

> Several pilot projects incorporating the ARG-US RFID system for storage and transportation are
in progress at selected DOE sites.

> The technology can be applied to reduce domestic and global threats and enhance critical
infrastructure protection when used to track sealed sources and by-product materials that could be
used for radiological dispersion devices (RDDs), or “dirty bombs.”

> Other applications of the RFID system include tracking and monitoring the condition of containers used
to store, transport, and dispose of radioactive and other hazardous materials or for any containers that
have high-value materials for which continuous tracking and monitoring are important.

Ongoing Expansion and Improvements

> The technology has been designed to accommodate additional sensing capabilities, such as gas sensors,
increased memory, GPS chips, and other components.

> The technology has been fully tested and demonstrated under realistic conditions. Argonne’s role and
participation in ISO 18000-7 Standard activities will further enhance innovation, system interoperability,
and reliability.

> Information assurance and cyber security will be further enhanced.



